
FOR DECADES, EW experts have 
advocated for greater awareness, 
efforts and funding for warfare in the 
Electromagnetic Spectrum. The results 
aren’t stellar. Senior DoD leaders have 
failed to truly grasp the importance of 
managing, controlling and fighting in 
the EMS, and their under-resourcing 
has created a persisting dilemma. The 
good news? Technology may have finally 
caught up to enable Matrix-style warfare 
in the EMS, and it’s none too soon. 

For historical reference, I lever-
age my US Air Force knowledge base, 
but I am quite certain from listening to 
fellow EMS warriors in sister services 
that they have quite similar stories. 
Within Air Operations Centers, it was 
often frustrating to see a handful (5-10) 
EMS warriors assigned as the EW Battle 
Management Cell. While hundreds of 
airmen, contractors, and joint and coali-
tion servicemembers scurried around 
to ensure a fully planned and efficient-
ly executed operational air campaign, 
these EW battle managers were tasked 
to manage an EMS domain. Might I note, 
a domain that was exponentially more 
challenging than any other warfighting 
domain typically managed by hundreds 
of folks. Think about it: the air domain 
exists in three dimensions (x, y, & z axis). 
When adding “time,” it becomes four. 
Electromagnetic warfare in the battle 
space is also three dimensions, but also 
at every point in that 3D array, another 
full dimension exists: the operational fre-
quency range from 1Hz up to Ultraviolet. 
Add the dimension of time, and the prob-
lem set becomes five dimensions. It ’s 
almost ludicrous to think Air Force lead-
ers demand hundreds of personnel to 
manage four dimensions, but believe a 
handful of EWOs can manage five (we’re 
good…. But perhaps not that good.)

I realize many of the terms I used 
above have changed. I am also excited 
in knowing that the 350th Spectrum 
Warfare Wing is making great strides 
in EW Battle Management. That said, a 

part of me believes that even with hun-
dreds of personnel (like the air domain), 
the problem set of planning and real 
time management of the spectrum is 
perhaps beyond human capacity. To be 
clear, I’m not saying it isn’t possible, 
but the task of EW Battle Management 
might be best served by a hybrid of 
Artificial Intelligence and humans. 

Imagine a future military where 
every transceiver (comms, radar, etc) 
all have internal computers that are 
real time linked to a massive EW Battle 
Management computer. Further, every 
COMINT/ELINT asset is also linked. 
Much in the way Dr. Andrew Carpathy 
crafted his AI system (a computer that 
learns by billions/trillions of “deci-
sions”), the EW Battle Manager AI would 
also “learn” over a period of observing 
decisions. Red Flag, Green Flag, Weapon 
School’s Mission Employment Phase, 
and simulation environments would 
craft excellent opportunities to ‘teach’ 
the computer. True, at first, the soft-
ware would be wrong, requiring human 
override. But, over time, the computer 
becomes an EW battle manager, eventu-
ally surpassing a human in speed and 
efficiency. In effect, it’s what Tesla has 
done with its self-driving software. In 
2014, YouTube videos of their vehicle’s 
errors were hugely comical. Today, Tesla 
robotaxis are driving autonomously in 
Austin, Texas. ‘Dojo,’ or Tesla’s super-
computer, has (or will soon have) mas-
tered driving. 

The possibilities of an EW AI Battle 
Manager are monumental. The com-
puter could recognize jamming in a 
given region (or knowledge of imminent 
friendly jamming), evaluate the geospace 
impacted, identify all friendly systems in 
that area and RF range, then instanta-
neously chattermark, or shift away from 
any jamming – completely autonomous 
from the pilot’s command or knowledge. 
Conversely, a radio could autonomously 
report RF degradation – some form of 
meaconing, intrusion, jamming or inter-

ference (MIJI) – back to the EW AI bat-
tle manager. The EW AI battle manager 
would rapidly use SIGINT assets, iden-
tify a usable frequency, and immedi-
ately direct all net users to the new freq 
– again, completely transparent to the 
radio operator. Decisions like this, as well 
as hundreds of others, could be executed 
via AI in milliseconds. For more criti-
cal decisions, software could elevate the 
matter to human intervention. 

Does it sound farfetched, this Matrix 
2025 technology? Sure. Is it possible? 
Absolutely! A Ukrainian soldier crafted 
a rudimentary system which maps the 
spectrum and ‘learns’ as it progresses. 
Interestingly, the idea was pitched to the 
OSD Joint Rapid Acquisition Cell, which 
was strongly supportive. However, the 
system is not compatible with existing 
US radios and collectors which is a mas-
sive problem and perhaps an article for 
another day. But, yes, it’s possible.

The alternative to this EW AI Battle 
Manager Matrix war, however, is con-
tinuing with the dozen of great EWOs 
in the AOC’s EW Battle Management 
Cell – that, and whatever the Air Force’s 
new Spectrum Warfare Wing pushes 
forward. We all should wish them huge 
success. Spectrum Warfare needs it. 
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